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RUSSIA'S ELECTRONIC WAR AGAINST
STARLINK

Localized jamming, terminal control, and the militarization of commercial satellite communications.
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EXECUTIVE SUMMARY

Russian forces are adapting electronic-warfare defenses to contest Ukrainian drone operations that rely on Starlink for
beyond-line-of-sight command and control. Reuters reporting from July 2026 described Russian deployment of powerful
jamming systems near protected facilities and towns, including systems reported by Ukrainian officials to destabilize Starlink
connections across localized areas. The available evidence does not demonstrate theater-wide denial. It does show that
commercial satellite communications are now treated as operational military infrastructure and will be targeted through
electronic attack, terminal controls, physical strikes, deception, and supply-chain pressure.

KEY JUDGMENTS

* Russia is likely to expand localized Starlink jamming around high-value logistics, air-defense, command, and fuel nodes.

* Localized jamming can impose mission delays and route changes even when it cannot deny the constellation across a broad
theater.

« Control of terminal authorization and geofencing is becoming as strategically important as radio-frequency resilience.

« Commercial operators supporting military users will face growing pressure to provide rapid threat detection, authentication,
and operational coordination.

ANALYTIC CONFIDENCE: Moderate. The core reporting is credible but many system-performance claims originate
from wartime participants and cannot be independently verified.
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I. STRATEGIC CONTEXT

Starlink has become a central communications layer for Ukrainian military operations, including mobile command posts,
frontline units, and some unmanned systems. Its proliferated low-Earth-orbit architecture complicates broad-area denial, but
the user terminal and local radio environment remain vulnerable. The contest is shifting from the question of whether a
constellation can survive to whether users can sustain reliable service at the tactical edge.

II. THREAT ARCHITECTURE

Localized electronic attack

High-power jammers can raise the noise floor around terminals or interfere with portions of the satellite link. This creates local
service instability without requiring a strategic anti-satellite attack.

Terminal governance

Whitelisting, geofencing, account control, and rapid deactivation can deny adversary use of commercially acquired or diverted
terminals.

Physical and deceptive protection

Russia has reportedly paired jamming with camouflage and concealment of logistics, making the electronic-warfare layer part
of a broader counter-drone defense system.

Adaptation cycle

Jammers are themselves detectable and targetable. Ukrainian forces can identify, geolocate, and strike them, creating a rapid
measure-countermeasure cycle.

Threat Matrix

Threat category Level Trend Primary driver

Localized jamming HIGH RISING Protection of logistics and command nodes
Unauthorized terminal use =~ HIGH MIXED Gray-market acquisition and battlefield capture
Ground-node targeting HIGH RISING Dependence on gateways and user terminals
Theater-wide denial ELEVATED STABLE Technical difficulty of broad persistent denial
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[ll. GRAPHICAL ANALYSIS

The highest near-term risk is not a complete collapse of Starlink service. It is the cumulative operational friction caused by
localized denial, unauthorized terminal use, and command-link disruption.

Starlink-Related Operational Risk - Next 12 Months

Localized Starlink jamming - 8.7

Terminal misuse / gray-market access - 8.2
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Figure 1. Sentinel Meridian analytic visualization based on cited open-source reporting.

The assessment distinguishes between high-probability localized interference and lower-probability theater-wide denial.
Resilience therefore depends on alternate links, navigation autonomy, terminal authentication, and the ability to locate

jammers quickly.
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V. OPERATIONAL TIMELINE AND MECHANISM
2022-2024

Starlink becomes a critical communications service for Ukraine while Russia develops countermeasures and also acquires
terminals through unofficial channels.

JANUARY-FEBRUARY 2026

Ukraine and SpaceX reportedly work to identify and deactivate Russian-used terminals, including suspected use on
long-range drones.

JULY 2026

Reuters reports Russian deployment of jamming systems to counter Ukrainian mid-range drone strikes, with Ukrainian
personnel describing localized Starlink disruption.

NEXT 12 MONTHS

Both sides are likely to integrate terminal governance, electronic attack, autonomous navigation, and strike operations more
tightly.

Electronic Attack and Counter-Adaptation Cycle
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Figure 2. Simplified operational pathway; actual activity may involve additional intermediaries and technical steps.
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V. CASE STUDY / SCENARIO ANALYSIS

Volna Kupol Garant and the localized denial model

Ukrainian officials told Reuters that a Russian system identified as Volna Kupol Garant could destabilize Starlink within an
area of roughly 20 square kilometers and that about ten systems had been detected. Ukrainian drone units reportedly targeted
at least two such installations. This episode illustrates the tactical logic: protect a limited set of high-value nodes, accept that
the jammer may be exposed, and force the attacker to spend time and munitions suppressing the electronic-warfare system
before the primary target can be engaged.

VI. IMPLICATIONS FOR CLIENTS AND PARTNERS

« Maintain alternate command links and preplanned lost-link behaviors for unmanned systems.
« Treat terminal inventories, user authorization, and account security as operational-security functions.
« Integrate spectrum monitoring and jammer geolocation with targeting and incident response.

» Avoid overclaiming constellation-wide invulnerability based on architectural resilience alone.

INTELLIGENCE GAPS

« Independent technical measurements of jamming effectiveness and duration.
« Verified number, disposition, and production capacity of the reported Russian systems.
» The degree to which newer terminals and waveform changes reduce susceptibility.

« Policy boundaries governing commercial support to offensive military operations.
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VIl. OUTLOOK

The electronic contest around commercial satellite communications will intensify. Russia is unlikely to achieve durable,
theater-wide denial of a proliferated constellation through localized jamming alone, but it does not need to. Temporary
disruption around selected sites can protect logistics, complicate drone operations, and impose adaptation costs. The decisive
advantage will belong to the side that combines resilient communications with autonomous navigation, rapid spectrum
awareness, and disciplined terminal control.

SENTINEL MERIDIAN BRIEFING CONCLUSION: Commercial satellite networks are no longer peripheral
enablers. They are contested infrastructure. Organizations that rely on them for security or crisis
operations should plan for localized interference, unauthorized terminal use, and rapid policy changes by
the service provider.

SOURCES AND METHODOLOGY

This assessment uses open-source reporting and official public records. Judgments are analytic assessments, not statements
of confirmed fact unless specifically attributed. Source access dates and publication dates should be checked before external
release.

* Reuters, "Russia tries to jam Musk's Starlink systems to counter Ukrainian drones," July 8, 2026.
* Reuters, "Ukraine working with SpaceX to stop Russia from using Starlink to guide drones," January 29, 2026.

« Reuters, "Ukraine says Starlink terminals used by Russia deactivated," February 5, 2026.

ASSESSMENTEND
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