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1. EXECUTIVE SUMMARY

On 26 August 2026, the U.S. Department of Justice and the FBI announced court-authorized seizures of domains supporting QScan and
QTRouter, two complementary platforms attributed by U.S. authorities to the PRC state-sponsored group QTFY and to China-based Nanjing
Xinjiuwei Network Technology Company. QScan scanned and infected thousands of internet-of-things devices. QTRouter combined
compromised IoT devices, commercial proxy devices, and leased virtual private servers into an obfuscation network that made malicious
traffic appear to originate outside China or near target networks.

Because key domains were hard-coded into the malware, the seizures rendered the identified platforms inoperable. The disruption is
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meaningful but tactical: the operating model - compromised edge devices plus commercial proxy infrastructure - can be rebuilt with new
domains, new leases, and the same personnel.

Reporting on 28 August clarified a critical evidentiary distinction. Agencies including NASA, the Federal Reserve, the Department of
Justice, the Department of Health and Human Services, the National Institutes of Health, the Department of Energy, and the U.S. Senate
were described as targets, but not all were compromised. This assessment therefore lists alleged successful intrusions separately from
unsuccessful attempts and from broad targeting.

2. KEY JUDGMENTS

1. Domain seizure disrupted the identified QScan and QTRouter infrastructure, but it did not eliminate the underlying personnel,
customer relationships, malware-development capability, or repeatable operating model.

2. Compromised IoT and edge devices provide operational cover by making state-sponsored traffic appear local or non-PRC in origin,
complicating attribution and network-based blocking.

3. U.S. court documents allege that QTFY provided hacking services to paying customers including the PRC Ministry of State Security
and the People's Liberation Army; this is an official U.S. allegation and is labelled as such.

4. The evidentiary record distinguishes targeting from compromise. NASA's attempted breach reportedly failed because the targeted
software had been patched.

5. The affidavit identifies alleged September 2024 intrusions at three Department of Energy national laboratories, the National
Institutes of Health, an HHS agency, and a U.S. security-device manufacturer.

6. A joint advisory reported successful data theft from unnamed defense contractors, financial institutions, and universities in May
2024, plus unsuccessful March 2026 attempts against the U.S. Senate and a U.S. hospital.

7. Patching worked in the NASA case, reinforcing that rapid remediation of internet-facing and edge-device vulnerabilities materially
reduces exposure.

8. Organizations should prioritise inventory and patching of routers, cameras, VPN appliances, firewalls, and other internet-facing
devices; review proxy and VPS-origin traffic; hunt for published indicators; rotate exposed credentials; and segment management
interfaces.

9. The Chinese government's denial and its allegation that Washington politicizes cybersecurity are noted as the relevant official
counter-position, without treating either as proof or disproof.

3. RISK PROFILE

RISK PROFILE (1-5)

Edge / IoT exposure 5/5

Attribution evasion 5/5

Government and DIB espionage 5/5

Financial and academic targeting 4/5

Immediate platform availability after seizure 1/5

Reconstitution risk 4/5

Immediate platform availability scores low because the seized, hard-coded domains rendered the identified tooling inoperable; reconstitution risk remains high
because the operating model is cheap to rebuild.
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4. NUMBERED ANALYSIS

4.1 Platform architecture

QScan and QTRouter functioned as a two-stage capability. QScan performed internet-wide scanning and exploitation to identify and infect
vulnerable IoT devices at scale. QTRouter aggregated those compromised devices, together with commercially available proxy hardware
and leased virtual private servers, into a routable obfuscation layer. Operators could then egress from an address space that appeared
geographically adjacent to the victim, defeating naive geolocation-based controls and blending with legitimate residential or
small-business traffic.

4.2 Why the seizure worked

Command-and-control domains were hard-coded into the malware rather than resolved dynamically. Seizing those domains severed the
control path for deployed implants and made the identified platforms inoperable without an update channel. This is a design weakness in
the tooling, not a structural limitation of the technique.

4.3 Why disruption is tactical, not strategic

The inputs to this model - unpatched edge devices, cheap VPS leases, commodity proxy hardware, and a service-provider business
relationship with state customers - remain available. Rebuilding requires new infrastructure registration and a new implant build, both of
which are low-cost relative to the intelligence yield. Sentinel Meridian assesses reconstitution within the forecast horizon as likely absent
arrests, designations, or sustained infrastructure attrition.

4.4 The commercial-hacking-service model

U.S. court documents allege that QTFY operated as a contractor selling access and intrusion services to state customers including the
Ministry of State Security and the People's Liberation Army. If accurate, this model separates the state sponsor from the operational
tooling, provides deniability, and creates a market in which multiple vendors compete to supply access. It also means indicators may recur
across unrelated victim sets served by the same vendor.

4.5 Targeting versus compromise

Public characterizations were revised on 28 August to clarify that several named federal agencies were targeted rather than breached. This
distinction is analytically material: targeting demonstrates intent and reconnaissance, whereas compromise demonstrates access and
potential data loss. Conflating the two inflates perceived impact and degrades the credibility of remediation prioritisation. Section 6
tabulates the two categories separately.

4.6 Evidence that defensive basics worked

The reported failure of the NASA attempt is attributed to the targeted software having already been patched. Combined with the
edge-device dependency of the platform, this supports a prioritisation model that weights internet-facing patch latency, device inventory
completeness, and management-plane segmentation above most other controls for this threat.

4.7 Official counter-position

The Chinese government has denied the allegations and has characterized U.S. cybersecurity announcements as politicized. Sentinel
Meridian records this position as the relevant official counter-claim. It is neither corroboration nor refutation of the U.S. allegations, and it
does not alter the technical indicators published in the joint advisory.

5. ALLEGED INTRUSIONS VERSUS TARGETING

VICTIM CHARACTERIZATION

REPORTED EVENT CATEGORY

Three Department of Energy national laboratories, NIH, an HHS agency, and a U.S.
security-device manufacturer, September 2024.

Alleged successful intrusion - per U.S. affidavit.

Unnamed defense contractors, financial institutions, and universities, May 2024 - reported
data theft.

Alleged successful intrusion - per joint cybersecurity
advisory.
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REPORTED EVENT CATEGORY

NASA - attempted breach reportedly failed because the targeted software had been
patched.

Unsuccessful attempt - reported.

U.S. Senate and a U.S. hospital, March 2026. Unsuccessful attempt - per joint advisory.

Federal Reserve, Department of Justice, and other named federal entities. Targeted - not stated to be compromised.

QTFY sold hacking services to the PRC Ministry of State Security and the People's
Liberation Army.

Official U.S. allegation - contested by Beijing.

Thousands of IoT devices were scanned and infected to build the obfuscation network. Confirmed to reporting standard - DOJ release and
joint advisory.

Categories follow the U.S. Government's own revised characterizations as of 28 August 2026. Where an entity is listed only as targeted, no public claim of compromise
exists.

6. THREAT ARCHITECTURE

THREAT ARCHITECTURE

LAYER ACTORS AND MECHANISMS PRIMARY EXPOSURE

Sponsor PRC state customers alleged to include the Ministry of State Security
and the People's Liberation Army

Strategic collection tasking

Service provider QTFY; Nanjing Xinjiuwei Network Technology Company - alleged
commercial intrusion vendor

Deniability, capability reuse across
victims

Tooling QScan mass scanning and exploitation; QTRouter obfuscation and relay
orchestration

Scale, persistence

Infrastructure Compromised IoT devices, commercial proxy hardware, leased virtual
private servers, hard-coded C2 domains

Attribution evasion; single point of failure
at domain layer

Access vectors Unpatched internet-facing routers, cameras, VPN appliances, firewalls
and similar edge systems

Initial access, lateral movement

Target set Government networks, national laboratories, health research, defense
contractors, financial institutions, universities, critical infrastructure

Espionage, data theft, pre-positioning

Disruption Court-authorized domain seizure by DOJ and FBI Temporary capability loss; reconstitution
likely

The obfuscation layer is the centre of gravity: it is what converts commodity device compromise into a durable, low-attribution collection platform.

7. TIMELINE AND INDICATORS

REPORTED SEQUENCE

MAY 2024 Joint advisory reports data theft from unnamed defense contractors, financial institutions, and universities.

SEP 2024 Affidavit alleges intrusions at three DOE national laboratories, NIH, an HHS agency, and a U.S. security-device
manufacturer.

MAR 2026 Joint advisory reports unsuccessful attempts against the U.S. Senate and a U.S. hospital.

26 AUG 2026 DOJ and FBI announce court-authorized seizure of QScan and QTRouter domains; joint cybersecurity advisory
published.
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28 AUG 2026 Officials revise characterizations: several named agencies were targets, not confirmed victims.

6-18 MONTHS Watch for reconstitution under new infrastructure, indictments, or designations.

Dates reflect public releases and reporting. Alleged intrusion dates are those stated in U.S. filings and the joint advisory.

Indicators and warnings

New scanning campaigns matching QScan behavioural signatures against edge-device ports and management interfaces.

Reappearance of published indicators under newly registered domains or fresh VPS ranges.

Inbound authentication attempts originating from residential proxy or VPS address space geographically adjacent to your sites.

Unexplained configuration changes, new administrative accounts, or firmware rollbacks on routers, cameras, VPN appliances, and
firewalls.

Outbound traffic from edge devices to unfamiliar domains, particularly on non-standard ports.

DOJ indictments, Treasury designations, or additional advisories naming affiliated entities.

Vendor advisories for the specific edge-device software families referenced in the joint advisory.

8. IMPLICATIONS AND RECOMMENDED ACTIONS

8.1 Prioritised technical actions

Complete an authoritative inventory of internet-facing and edge devices, including shadow and vendor-managed assets, with
firmware versions recorded.

Patch routers, cameras, VPN appliances, firewalls, and management gateways on an accelerated cycle; treat patch latency on these
classes as a board-level metric.

Remove management interfaces from the public internet; place them behind segmented, authenticated access paths with logging.

Hunt for the indicators published in the joint advisory across DNS, proxy, firewall, and endpoint telemetry, covering at minimum the
May 2024 to August 2026 window.

Review inbound and outbound traffic associated with commercial proxy and VPS providers; baseline legitimate use before blocking.

Rotate credentials, API keys, and certificates that were exposed to any device assessed as potentially compromised.

Enforce multi-factor authentication on all remote administration and confirm that recovery paths cannot bypass it.

Validate backup integrity and offline retention for systems supporting research, engineering, and critical operations.

8.2 Governance and reporting

Report suspected activity to the appropriate national authority and preserve logs before remediation where legally required. When briefing
executives or boards, mirror the government's own distinction between targeting and compromise; overstating impact undermines later
credibility and misdirects remediation spend.

8.3 Outlook

Base case: the identified platforms remain inoperable, while equivalent capability is rebuilt on new infrastructure within the horizon and
continues to target government, national-laboratory, defense-industrial, financial, and academic networks. Upside: arrests, indictments,
or designations raise operating costs and slow reconstitution. Downside: reconstitution occurs quickly using a different vendor, published
indicators lose value, and detection reverts to behavioural analysis of edge-device traffic.

9. INTELLIGENCE GAPS

The full victim list, including entities not named publicly, is unknown.

The scope and duration of any data exfiltration from alleged September 2024 intrusions is not public.

SENTINEL MERIDIAN LLC  ·  OPEN-SOURCE INTELLIGENCE ASSESSMENT SM-2026-TA-118   |   Page 5



Personnel, funding structure, and customer contracts of QTFY and the named Nanjing company are not independently verified.

Whether replacement infrastructure is already operational has not been publicly established.

The specific edge-device software families and CVEs exploited at scale are only partially detailed in public material.

The extent of overlap between this tooling and other PRC-attributed clusters is unclear from public reporting.

10. SOURCES AND METHODOLOGY

This assessment is derived from U.S. Government public releases, a joint cybersecurity advisory, and public reporting. Attribution
statements, customer relationships, and intrusion allegations are those of the U.S. Government and are labelled as official allegations. The
distinction between targeting and compromise follows the government's own revised characterizations of 28 August 2026. The Chinese
government's denial is recorded as the relevant official counter-position. Analytic judgments are separated from reported facts in Sections
2 and 5 and are graded against the confidence level stated on page 1.

11. SOURCES

U.S. Department of Justice, "Justice Department and FBI Seize Platforms Operated and Used by China State-Sponsored Hackers to Target U.S. Critical
Infrastructure," Aug. 26, 2026 (updated Aug. 28, 2026).
https://www.justice.gov/opa/pr/justice-department-and-fbi-seize-platforms-operated-and-used-china-state-sponsored-hackers

Joint Cybersecurity Advisory, "China-Linked Hacking Group QTFY Targets Military and Critical Infrastructure Networks," Aug. 26, 2026.
https://media.defense.gov/2026/Aug/26/2003986916/-1/-1/0/JCSA_CHINA_QTFY_MALICIOUS_SYSTEMS.PDF

Reuters, "US officials revise claims that government agencies were hacked by Chinese, now say they were targets," Aug. 28, 2026.
https://www.reuters.com/world/us-officials-backpedal-claims-that-government-agencies-were-hacked-by-chinese-2026-08-28/

ANALYTIC NOTE

This product is open-source intelligence prepared for client planning and situational awareness. It is not legal advice and does not
constitute an incident-response determination for any specific network. Organizations should validate all indicators against their own
telemetry before taking blocking action.
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